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Counter systems

Kripke structure = Directed graph with labelled nodes and initial state

Counter system = Kripke structure + counters + edge guards and updates

Flat: Non-flat:
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Path schemas

Path schema = linear state sequence with non-overlapping (flat!) backloops
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A finite set of path schemas fully describes all runs in the flat system S:
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Path schemas

No finite set of path schemas can describe runs in arbitrary counter systems:
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lcLTL syntax

ϕ := p | ¬ϕ | ϕ ∧ ϕ | ϕ ∨ ϕ | Xϕ | ϕU

[
n∑

i=0

kiϕ⊕ k

]
ϕ

where p ∈ AP, ki, k ∈ Z, n ∈ N,⊕ ∈ {<,≥}.

Additional expressions as syntactic sugar:

true := p ∨ ¬p false := p ∧ ¬p

ϕUψ := ϕU[1 · true ≥ 0]ψ

Fϕ := trueUϕ Gϕ := ¬F¬ϕ
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lcLTL semantics

(w, i) |= p :⇔ p ∈ λ(w(i))

(w, i) |= ¬ϕ :⇔ (w, i) 6|= ϕ

(w, i) |= ϕ ∧ ψ :⇔ (w, i) |= ϕ and (w, i) |= ψ

(w, i) |= ϕ ∨ ψ :⇔ (w, i) |= ϕ or (w, i) |= ψ

(w, i) |= Xϕ :⇔ (w, i + 1) |= ϕ

(w, i) |= ϕU

 n∑
j=0

kjηj ⊕ k

ψ :⇔ ∃l≥i : (w, l) |= ψ and ∀i≤m<l : (w,m) |= ϕ

and
n∑

j=1

kj ·#w
[i,l−1](ηj)⊕ k

⊕ ∈ {<,≤,≥, >}
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U[. . .] examples

Φ = ϕU[2η > 0]ψ w = {ϕ}
0
{ϕ, η}

2
{ϕ}

0
{ϕ}

0
{ψ}

2
. . .
> 0[ + + + ]=

⇒ satisfied

Φ = ϕU[2η > 0]ψ w = {ϕ} {η, ϕ} {ϕ} ∅ {ψ} . . . ⇒ ϕUψ violated

Φ = ϕU[2η > 0]ψ w = {ϕ}
0
{ϕ}

0
{ϕ}

0
{ϕ}

0
{ψ}

0
. . .
> 0[ + + + ]=

⇒ violated

Φ = ϕU[2η > 0]ψ w = {η, ψ}
[ ] = 0

. . .
> 0

⇒ violated

Φ = ϕU[2η ≥ 0]ψ w = {η, ψ}
[ ] = 0

. . .
≥ 0

⇒ satisfied
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Model-checking

Definition (Model-checking problems for lcLTL)
Let S be a counter system and ϕ an lcLTL formula. We say S is a universal

model of ϕ and write S |= ϕ, iff for all runs w in S we have w |= ϕ. We say S

is an existential model of ϕ and write S |=∃ ϕ, iff there exists a run w in S

such that w |= ϕ.

If S is flat: S 6|= ϕ ⇔ S |=∃ ¬ϕ ⇔

∃n ∈ N,path schema P ∈ P(S), run w in P with |SP | ≤ n ∧ w |= ¬ϕ

Flat model-checking ≈ bounded model-checking on path schemas

(which are in general flat underapproximations!)

parameter specifies path schema size instead of run prefix length
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Why flat model-checking?

S =

0

{p}

1

{q} Φ = pU[p > 100]q

Bounded MC: R =

0

{p}
. . .

99

{p}

100

{q}

Flat MC: P =

0

{p}

1

{q}

p>99

p+=1

Flat MC allows compact encoding of witnessing runs

for formulas that require counter updates!
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I Goal: Tool that performs flat model-checking

I Strategy:

I 1. MC problem→ SAT problem of Presburger arithmetic

I 2. use generic solver to search for a solution

I SAT of quantifier-free(!) PA is in NP

I can often be solved quite well by modern SMT-solvers!
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Quantifier-free Presburger arithmetic

A minimalistic syntax:

ϕ := τ ≤ τ | ¬ϕ | ϕ ∧ ϕ | ϕ ∨ ϕ

τ := c | c · x | τ + τ

We can write formulas like: 3 · x + 4 · y ≤ −7 · z ∨ ¬(x ≤ 10)

We cannot multiply variables: x · y ≤ 7

We can also write: x2 ∈ {3, 5} ∧ ∀i∈[0,1] : xi = 0 ∨ xi+1 > 1

Which can be expanded to: ((x2 ≤ 3 ∧ 3 ≤ x2) ∨ (x2 ≤ 5 ∧ 5 ≤ x2))

∧ ((x0 ≤ 0 ∧ 0 ≤ x0) ∨ 2 ≤ x1)

∧ ((x1 ≤ 0 ∧ 0 ≤ x1) ∨ 2 ≤ x2)
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Overview of the translation

I Input: Counter system S, lcLTL formula Φ, n ∈ N

I Encoding is a matrix of variables

I Encode constraints (run + path schema)

I Enforce valid state sequences and edges

I Label each position with sat. subformulas Φ

I Output: A witnessing run, if found
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First glimpse of the encoding I

K =
0

{p,q}
1

{p,q}
2

{p}
3

{q} L = {1, 2, 3} Φ = X(p ∧ q)

R = 0 1 2 0 1 2 3 3

(9)
(ω)

i 0 1 2 3 4 5 6 7

idi 0 1 2 0 1 2 3 3

lTypei . + / - - - . /

lCounti 9 ← 9 ← 9 1 1 1 0 ← 0

lStarti 0 → 0 → 0 ⊥ ⊥ ⊥ 2 → 2

lCtri 1 → 2 → 3 0 0 0 1 → 2
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First glimpse of the encoding II

K =
0

{p,q}
1

{p,q}
2

{p}
3

{q} L = {1, 2, 3} Φ = X(p ∧ q)

R = 0 1 2 0 1 2 3 3

(9)
(ω)

i 0 1 2 3 4 5 6 7

lblpi > > > > > >

lblqi > > > > > >

lblp∧q
i > > > >

lblX(p∧q)=Φ

i > > >
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Under the hood: A simple example

Part that encodes the loops in the path schema:

lCountn−1 = 0 ∧

∀i∈[0,n−1] : lCounti ≥ 0 ∧
(
lTypei = − ⇔ lCounti = 1

)
∀i∈[0,n−2] : lTypei = / ⇒ lCounti > 1

∀i∈[1,n−1] :
(
lTypei ∈ {−, .} ⇒ lTypei−1 ∈ {−, /}

)
∧
(
lTypei ∈ {+, /} ⇒ lTypei−1 ∈ {+, .} ∧ lCounti = lCounti−1

)
(Complete formula: ≈ 3 pages in similar style. . . )
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A second glimpse: Labelling U[. . .] and respecting guards

S =
0

{p,q}
1

{p,q}
2

{p}
3
{r}

x>3

x+=1
x+=2

L = {1, 2, 3} Φ = pU[q > 8]r

R = 0 1 2 0 1 2 0 1 2 0 1 2 3 3 3 3

{ }{
(ω)

}
(2)

i 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

lblsp
i > > > > > > > > > > > >

lblsq
i > > > > > > > >

lblsr
i > > > >

lblspUr
i > > > > > > > > > > > > > > > >

lblsΦ
i > >
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A second glimpse: Labelling U[. . .] and respecting guards

S =
0

{p,q}
1

{p,q}
2

{p}
3
{r}

x>3

x+=1
x+=2

L = {1, 2, 3} Φ = pU[q > 8]r

R = 0 1 2 0 1 2 0 1 2 0 1 2 3 3 3 3

{ }{
(ω)

}
(2)

i 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

udCtrsΦ
i 0 1 2 2 3 4 4 6 8 8 9 10 10 10 10 10

uwCtrsΦ
i 0 1 2 2 3 4 4 5 6 8 9 10 10 10 10 10

uBestΦi ⊥Φ 10 10 10 10 10 10 10 10 10 10 10 10 ⊥Φ ⊥Φ 10

gCtrsx
i 0 0 0 1 1 1 2 2 2 4 4 4 4 6 8 8

ulDeltaΦ
2 = 0 allPhiΦ = ⊥ glDeltax>3

2 = 4
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Summary - bag of tricks and upper bounds

I constraint invariance

I forced loop unrollings

I information propagation

I exploit distributivity

I use knowledge about the counter system (lengths of loops)

I Result: formula size and number of variables is linear in n!

Variables:

(8 + |Φ|+ 3u + c)n + u(̂l + 1) + ĝl
l̂≤n,u≤|Φ|
∈ O((|S|+ |Φ|) · n)

Formula size:

O(n · (|E|+ |Φ|+ |L|+ u + c + g) + l̂ · (u + g))
l̂≤n,u≤|Φ|
⊆ O((|S|+ |Φ|+ |L|) · n)
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Implemented prototype

I flat-checker available on GitHub

(https://github.com/apirogov/flat-checker)

I Implemented in Haskell, using Z3 SMT solver

I Command line interface

I Counter system input as file with graph in DOT-format

I Correctly identified all 52 falsifiable formulas in Problem 1 of RERS

Challenge 2017!
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